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Disclaimer

…belong to me, not my employer or 

any other group to which I’m affiliated
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Managing Your Expectations

What this talk is not

• A comprehensive deep-dive

What this talk is

• OSINT Speed Dating!
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Street Cred

Master of Library and 
Information Science 

• University of Pittsburgh

15 years as a librarian

GIAC SANS-GSEC cert

SOC Analyst
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Five Key Research Points
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Key Research Point #1:

Provenance

©2019 Tracy Z. Maleeff | InfoSecSherpa



Key Research Point #2:

Admissibility
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Key Research Point #3:

Citations
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Key Research Point #4:

$ £ € ¥
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Key Research Point #5:
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Beginner’s 
Legal 
Research



Let’s keep it simple!
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https://slideplayer.com/slide/4277728/


Jurisdiction

“The differences between federal and state courts are 
defined mainly by jurisdiction. 

Jurisdiction refers to the kinds of cases a court is 
authorized to hear.”

Source: Findlaw
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https://litigation.findlaw.com/legal-system/federal-vs-state-courts-key-differences.html


Federal vs. State Courts - Key Differences via FindLaw

Federal Courts:

• Cases in which the United States is a party;

• Cases involving violations of the U.S. Constitution or 
federal laws;

• Cases between citizens of different states over 
$75,000; and

• Bankruptcy, copyright, patent, and maritime law cases.
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https://litigation.findlaw.com/legal-system/federal-vs-state-courts-key-differences.html


Federal vs. State Courts - Key Differences via FindLaw

State Courts:

• Robberies

• Traffic violations

• Broken contracts

• Family disputes

• and similar

Note: In some cases, both federal and state courts have 
jurisdiction.
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https://litigation.findlaw.com/legal-system/federal-vs-state-courts-key-differences.html


U.S. Circuit Courts (Appellate Courts)
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https://www.boulderdefenseattorney.com/federal-courts-finder/


Regional Reporters Cheat Sheet
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https://law.uakron.libguides.com/c.php?g=627783&p=4379905


Pop Quiz! Reading Legal Citations

Miranda v. Arizona, 384 U.S. 436 (1966)

Universal City Studios, Inc. v. Corley, 273 F.3d 429 (2d Cir. 2001)

Watkins v. Alvey, 549 N.E.2d 74 (Ind. Ct. App. 1990)
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The Answers! Reading Legal Citations

Miranda v. Arizona, 384 U.S. 436 (1966)

• Made the “Miranda warning” part of routine police procedure to inform 
suspects of their rights under the U.S. Constitution

Universal City Studios, Inc. v. Corley, 273 F.3d 429 (2d Cir. 2001)

• Challenged the constitutionality of the Digital Millennium Copyright Act

Watkins v. Alvey, 549 N.E.2d 74 (Ind. Ct. App. 1990)

• Violation of the Indiana Deceptive Consumer Act, involving pyramid schemes
©2019 Tracy Z. Maleeff | InfoSecSherpa



Bonus! Reading Legal Citations

Stella Liebeck v. McDonald's Restaurants, P.T.S., Inc. 
and McDonald's Int’l, Inc.

1994 Extra LEXIS 23 (Bernalillo County, N.M. Dist. Ct. 1994)

1995 WL 360309 (Bernalillo County, N.M. Dist. Ct. 1994)
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Recommended reading

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1160925
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https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1160925


Legal Information Institute (LII) – law.cornell.edu
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50-State Surveys (Cross-Jurisdictional Resources)

©2019 Tracy Z. Maleeff | InfoSecSherpa

This Photo by Unknown Author is licensed under CC BY-NC-NDThis Photo by Unknown Author is licensed under CC BY-SA-NC

http://theramblingsofcharliebrown.blogspot.com/2013/01/100-things-i-love-about-usa-part-2.html
https://creativecommons.org/licenses/by-nc-nd/3.0/
http://noapparentmotive.org/blog/2011/01/29/hawaii-five-o/
https://creativecommons.org/licenses/by-nc-sa/3.0/


Local jurisdiction court cases
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https://publicportal.courts.ri.gov/PublicPortal

Rhode Island Judiciary Public Portal



Public Access to Court Electronic Records (PACER.gov)

- Federal courts

- Registration required

- 10 cents per page

- Keep a credit card on file, no charge if < $15 per quarter
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https://www.pacer.gov/


PACER bonus!

Important Note: Use Firefox to access Fee Exemption Request Form
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https://www.pacer.gov/announcements/general/multicrtrsrch.html


Oyez! Oyez! Oyez! 

SCOTUSblog.com

Oyez.org
SupremeCourt.gov
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https://www.supremecourt.gov/


Court Documents Not Online? Get a Runner!
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Legal Citation Help
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https://www.legalbluebook.com/


Defining legal terms
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https://legal.thomsonreuters.com/en/products/law-books/blacks-law-dictionary


Law Books – They’re Not Dead Yet!
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Law Books – They’re Not Dead Yet!

Look into private law libraries and law school libraries!

For example, Jenkins Law Library in Philadelphia

• JenkinsLaw.org

• The general public may use the library on daily basis 
for $5 per day. 

• Computer usage is limited to one-hour per day.
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The Yelp of Law Books
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https://www.nelawpress.com/buyers/toc.html


Excellent Free Resources for US & Non-US Law News

 International Law Office

 InternationalLawOffice.com

JD Supra

JDSupra.com

Lexology

Lexology.com

Mondaq

Mondaq.com
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International Law
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International Law Resources

 African Legal Information Institute
 africanlii.org

 British and Irish Legal Information Institute
 bailii.org

 Canadian Legal Information Institute
 canlii.org

 EUR-Lex: Access to European Union Law
 eur-lex.europa.eu

 World Legal Information Institute
 worldlii.org
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Excellent Free Resources for US & Non-US Law

Law Library of Congress

• Guide to Law Online

- International and Multinational

- Nations of the World

- Indigenous Law Portal

GlobaLex 

- International Law

- Comparative Law

- Foreign Law Research
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Beginner’s 
Government 
Research



The Website Formerly Known as FDsys.gov

GovInfo.gov

U.S. Government Publishing Office
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https://www.govinfo.gov/


GovInfo.gov
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The United States Code

The codification by subject matter of the general and 
permanent laws of the United States. 

4 U.S.C. § 5. Display and use of flag by civilians; 
codification of rules and customs; definition

27 U.S. Code Chapter 7 - Liquor Law Repeal and 
Enforcement Act

U.S. Code: Title 22. Foreign Relations and Intercourse
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Code of Federal Regulations (CFR)

The codification by subject matter of the general and 
permanent rules and regulations by the executive 
departments and agencies of the U.S. Federal 
Government. 

©2019 Tracy Z. Maleeff | InfoSecSherpa

31 CFR § 1020.220

11 CFR Part 113

https://www.govinfo.gov/app/collection/cfr/2019/title12


Fun fact: Each year of a CFR is a different color!
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https://www.federalregister.gov/reader-aids/office-of-the-federal-register-blog/2014/09/cfr-color-selection-for-2015


USA.gov
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https://www.usa.gov/executive-departments


Patents & Trademarks from USPTO.gov

United States Patent and Trademark Office
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http://patft.uspto.gov/netahtml/PTO/search-bool.html


Patents & Trademarks from USPTO.gov

Graph-based network security
threat detection across time and entities
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http://patft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF&p=1&u=/netahtml/PTO/search-bool.html&r=3&f=G&l=50&co1=AND&d=PTXT&s1=cyber&s2=security&OS=cyber+AND+security&RS=cyber+AND+security


Research tip: Patent Information Users Group (PIUG)

 International Society for Patent Information Professionals

• PIUG.org

• wiki.piug.org

Robust multi-national patent databases

Single-Authority patent databases

• From Albania to USA
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Tips for International Government Research

Know your TLDs! (Top Level Domains)

• gov.br

• gov.jm

• gov.ky

Know your translations

 www.gob.cl/en/

 Ministry vs Department
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https://www.gob.cl/en/


Where in the world are the British Royals?

www.royal.uk/court-circular
• Past events back to 1997

www.royal.uk/future-engagements

• Up to 8 weeks in advance
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Beginner’s 
Business 
Research



Private Companies (Pay Resources)

Capitaliq.com 

DNB.com

Hoovers.com

MergentOnline.com 

PitchBook.com

PrivCo.com 

©2019 Tracy Z. Maleeff | InfoSecSherpa



Private Companies (Free / Low-Cost Resources)

Bizjournals.com

• Book of Lists

• OSINT-y Goodness, №3 

Fortune 500 / 100 Lists

Glassdoor.com

Private Company Research 
Guide from the Library of 
Congress 

U.S. Securities and 
Exchange Commission

• Schedule 13e-3 

- when a public 
company goes private
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https://medium.com/@InfoSecSherpa/osint-y-goodness-3-the-business-journals-106449b576dd


Public Companies: Cracking the Code of Business Listings
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https://findnaics.com/images/purchased_record.jpg


Public Companies: Cracking the Code of Business Listings

D-U-N-S Number

• DNB.com

- Unique 9-digit 
identification number for 
each physical location of 
a business. 

NAICS aka “Nakes”

• North American Industry 
Classification System 

• Used by Federal 
statistical agencies in 
Canada, Mexico, and the 
United States
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DUNS Update! March 2019
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https://www.fedscoop.com/duns-number-replacement-ernst-young-gsa/
https://www.fedscoop.com/duns-number-replacement-ernst-young-gsa/


Public Companies: Cracking the Code of Business Listings

SIC = Standard Industrial Classification system

• SIC last updated in 1987

• NAICS was established in 1997 to replace SIC

- It is common to still see both used today!
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Meet EDGAR of the Securities and Exchange Commission

Electronic Data Gathering, Analysis, and Retrieval
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https://www.sec.gov/cgi-bin/srch-edgar?text=%22cyber%22+OR+%22cyber+security%22+OR+%22cybersecurity%22&first=2015&last=2019


The Significance of the Form 8-K

Form 8‐K is the form on which public companies report, 
on a current basis, the occurrence of significant corporate 
events.

• A reportable event is a transaction or occurrence of 
major significance.

©2019 Tracy Z. Maleeff | InfoSecSherpa



Big news in 8-K filings!
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Some International EDGAR Counterparts

Canada

• SEDAR

France

• AMF (Autorité des 
Marchés Financiers)

Germany

• Unternehmensregister

United Kingdom

• Companies House
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What’s the Sqoop.com?
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https://sqoop.com/


Easy Peasy Twitter Searches

 twitter.com/search-advanced or from the search bubble

 from:SEC_Enforcement filter:links

• Litigation notices from the U.S. Securities and 
Exchange Commission, links to documents

$TSLA recall

• Stock symbol and keyword
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Economic Research

 U.S. Bureau of Labor Statistics 

• bls.gov/data
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https://fred.stlouisfed.org/


Thus concludes basic research for lawyers, guns, and money.
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Questions?

Prize Giveaway!



Subscribe to my newsletter:
Nuzzel.com/InfoSecSherpa

OSINT-y Goodness Blog:
Medium.com/@InfoSecSherpa

Thank you, Layer 8 Conference!


